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1
Decision/action requested

This discussion paper aims to discuss the scenarios related to integrity protection f the registration request message and integrity protection check of the registration request message at the old AMF in case of multiple NAS connections procedure.
2
Discussion
Facts

Fact 1: 
3GPP TS 33.501 v 17.3.0
When a UE registers to a serving PLMN over a 3GPP access and a non-3GPP access then the UE and AMF maintain a common 5G NAS security context but different UL NAS COUNT and DL NAS COUNT.

When a UE registers to two different PLMN via non-3GPP access and 3GPP access, the UE and the network maintain two different independent NAS security context.

Fact 2: 
When a UE performs initial registration procedure or mobility registration procedure, then the new AMF sends the message to fetch the UE context. This message contains an integrity protected registration request message and access type over which the UE is registering to the old AMF. 
3GPP TS 23.502 v 17.2.0

5.2.2.2.2
Namf_Communication_UEContextTransfer service operation

Service operation name: Namf_Communication_UEContextTransfer
Description: Provides the UE context to the consumer NF.

Input, Required: 5G-GUTI or SUPI, Access Type, Reason.

Input, Optional: Integrity protected message from the UE that triggers the context transfer.
Output, Required: The UE context of the identified UE or only the SUPI and an indication that the Registration Request has been validated. The UE context is detailed in table 5.2.2.2.2-1.

Output, Optional: Mobile Equipment Identifier (if available), Allowed NSSAI, Mapping Of Allowed NSSAI.

Fact 3:

When a UE is registering to a geographical AMF while the UE is already registered over non-3GPP access then the geographical AMF fetches the UE context from the non-geographical AMF.

4.12.8
Mobility from a non-geographically selected AMF to a geographically selected AMF
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Figure 1: Mobility from a non-geographically selected AMF to a geographically selected AMF

Fact 4:
TS 23.502 v 17.3.0

4.2.2.2.2
General Registration

When the UE is performing an Initial Registration the UE shall indicate its UE identity in the Registration Request message as follows, listed in decreasing order of preference in the case of registration with a PLMN:

i)
a 5G-GUTI mapped from an EPS GUTI, if the UE has a valid EPS GUTI.

ii)
a native 5G-GUTI assigned by the PLMN to which the UE is attempting to register, if available;

iii)
a native 5G-GUTI assigned by an equivalent PLMN to the PLMN to which the UE is attempting to register, if available;

iv)
a native 5G-GUTI assigned by any other PLMN, if available.

NOTE 2:
This can also be a 5G-GUTIs assigned via another access type.
v)
Otherwise, the UE shall include its SUCI in the Registration Request as defined in TS 33.501 [15].
Discussion 
Scenario 1:
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Figure 1: Registration procedure over 3GPP access and non-3GPP access.

Problem statement 1:

In the step 5, it is not clear how the AMF determines which security context to be used to integrity check the registration request message.

Scenario 2:
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Figure 2: Registration procedure over 3GPP access and non-3GPP access.

Problem statement 2:

In step 2:

It is not clear whether the UE uses security context of 3GPP access to protect the registration request message.

In step 5. 

It is not clear how the old AMF 1 performs integrity check for the received registration request message.

3
Conclusion
 Contributions S3-213990: and S3-213991 are submitted to solve problem statement mentione above.
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